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On November 13, 2025, the Ministry of Electronics and Information Technology 

(MeitY) notified the Digital Personal Data Protection Rules, 2025, marking a pivotal 

milestone in India’s data governance journey by operationalizing the Digital Personal Data 

Protection Act, 2023. These Rules translate the Act’s statutory framework into actionable 

compliance obligations, establishing a phased implementation timeline spanning 

18 months to enable organizations to build requisite institutional capacity, technical 

infrastructure, and operational safeguards. The notification follows extensive public 

consultation, incorporating stakeholder feedback and introducing several changes. 

The Rules establish India’s first comprehensive privacy regulatory regime, balancing 

individual privacy rights with legitimate state interests, business operational flexibility, 

and digital economy growth imperatives. This analysis examines the implementation 

roadmap, comparative changes from Draft to Final Rules, and compliance implications 

for entities navigating India’s evolving data protection landscape.
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Compliance Roadmap and Operational Impact
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Implementation Timeline: 
Digital Data Protection Act, 2023 and Rules, 2025
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The DPB of India will function as a quasi-judicial body for privacy enforcement, 

inquiring into breaches reported by citizens or detected through breach 

notifications, issuing corrective directions to organizations, and imposing financial 

penalties up to INR 250 crore for violations of data protection obligations.

The establishment of the DPB may start immediately. A search-cum-selection 

committee appointed by the Central Government will appoint the chairperson and 

members of the DPB. 

After the 18-month implementation period, the DPB will undertake its regulatory 

and adjudicatory functions to protect individual privacy rights. 

1 year from the notification of the rules, the registration process for consent 

managers with the DPB will begin. Consent Managers will be entities that enable 

a Data Principal to give, manage, review and withdraw her consent through an 

accessible, transparent and interoperable platform. 

To be registered by the DPB, entities must fulfill the eligibility conditions set out in 

Part A of the First Schedule, including incorporation in India, minimum net worth 

of INR 2 crore, sound financial standing, and independent certification of platform 

interoperability, and technical and organisational safeguards.

Constitution of Data Protection Board (DPB)

Consent Management Framework

Phase I: Immediate Effect 

Phase II: 1 Year From Notification
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Lawful Basis of Processing: Entities must map each processing activity to one of 

the legitimate grounds available under the Act, which can be broadly categorised as: 

Consent-based processing 

Voluntary provision without objection 

State functions including subsidies, benefits, public services, legal obligations, 

and court orders 

Medical emergencies and public health interventions 

Safety, assistance and services during disasters or breakdown of public order 

Employment related purposes 

Notice Requirement: Data Fiduciaries must provide clear notices that specify the 

personal data collected and its corresponding purpose of processing. Every consent 

request must be supported by a clear and plain notice outlining the data, purpose(s), 

and means for withdrawal of consent, exercise of rights, and filing complaints.

User Rights and Safeguards: Data fiduciaries must enable user rights to access, 

correct, update and erase their personal data. Grievance redressal mechanisms 

should be in place with processes to address complaints within 90 days, exhausting 

which Data Principals may escalate them to the DPB. 

Data Breach Reporting: Data Fiduciaries must notify affected Data Principals 

immediately and “without delay” upon becoming aware of any personal data breach, 

providing concise, clear descriptions of the breach nature, consequences, mitigating 

measures, and safety precautions users should take. They have to parallely report 

to the DPB, first providing an initial breach intimation without delay, followed by 

detailed incident reports within 72 hours (or longer if approved by the DPB). Failure 

to report breaches carries penalties up to INR 200 crore.

Phase III operationalises the full suite of obligations under the DPDP Act and Rules. 

The key compliance requirements are outlined below.

Operational Compliance

Phase III: 18 Months from Notification
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Children’s Data and Special Protections: Children’s data can only be processed 

after obtaining verifiable parental consent. Additional safeguards must be 

implemented to protect children’s data online and safeguard them from tracking, 

monitoring, and targeted advertisements. The Rules carve out narrow, purpose-

bound exemptions from these requirements for specific classes of Data Fiduciaries 

when processing is strictly necessary for health services, educational activities, or 

child safety. New purpose-based exemptions in the Final Rules permit real-time 

location tracking for child safety and expanded filtering of harmful information, 

services, or advertisements likely to cause detrimental effects on child well-being. 

For persons with disabilities unable to take legally binding decisions, consent must 

be taken from lawful guardians verified by courts, designated authorities, or local 

level committees under applicable guardianship laws.

Significant Data Fiduciaries: Once notified by the Central Government based on 

data volume, sensitivity, and impact on sovereignty or democracy, Significant Data 

Fiduciaries must appoint India-based Data Protection Officers and independent 

auditors. They have additional compliance obligations under the DPDP Act, including 

annual data protection impact assessments, technological risk assessments, and 

compliance with government-specified data localization requirements for specified 

categories of data.

State Obligations: State entities processing personal data for public functions 

or research must ensure lawful and purpose-bound use, limit processing to what 

is necessary, maintain accuracy, completeness, consistency, apply appropriate 

retention practices, and implement suitable security measures. Where personal 

data is used to deliver public services or benefits, an intimation mechanism and 

clear avenues for exercising rights must also be provided.

Technical and Security Safeguards: Data Fiduciaries and their processors 

must implement encryption, access controls, continuous monitoring, and breach 

detection systems. Rule 6 lays down minimum safeguards, that can be structured 

into the following categories:

1. Data Protection Measures:
Encryption, obfuscation, masking, or virtual tokenization of personal data
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2. Access and Monitoring Controls:
Access controls restricting use of computer resources to authorized personnel

Logging and monitoring systems to detect, investigate, and remediate 

unauthorized access

Retention of logs and personal data for at least one year to enable breach 

detection and investigation

3. Business Continuity:
Data backup measures ensuring continued processing if confidentiality, 

integrity, or availability is compromised

4. Contractual and Organizational Safeguards:
Binding contractual provisions requiring Data Processors to implement 

equivalent security safeguards

Appropriate technical and organizational measures ensuring effective 

observance of all prescribed safeguards

Data Retention: All Data Fiduciaries and their processors are required to maintain 

logs of personal data, traffic and processing for purposes of sovereignty, integrity, 

performance of any function under law, for a minimum period of one year. Specified 

entities with a large user-base, such as e-commerce, online gaming, and social 

media intermediaries have to maintain data logs for a minimum of three years.

Government Information Requests: The Central Government may require 

any Data Fiduciary or intermediary to furnish specified information for purposes 

including sovereignty, security, statutory functions, and assessment for Significant 

Data Fiduciary classification.

Cross-Border Data Transfers: The notified Rules adopt a negative-list approach 

wherein personal data may be transferred to any country unless explicitly restricted 

by Central Government notification. However, transfers to foreign States or entities 

under State control require compliance with government-specified requirements, 

targeting scenarios where foreign laws may compel data access. Organizations gain 

immediate cross-border transfer rights without advance government approvals, 

but must monitor government notifications blacklisting restricted jurisdictions. 

..........................................................................................................................................................................
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Draft to Final Rules: 
Key Changes and 

Compliance Implications
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https://www.meity.gov.in/documents/act-and-policies/digital-personal-data-protection-rules-2025-gDOxUjMtQWa?pageTitle=Digital-Personal-Data-Protection-Rules-2025

https://cdn.digitalindiacorporation.in/wp-content/uploads/2025/01/Draft-Digital-Personal-Data-Protection-Rules2025.pdf

https://www.meity.gov.in/static/uploads/2024/06/2bf1f0e9f04e6fb4f8fef35e82c42aa5.pdf
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