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Abstract

The Digital Personal Data Protection Act, 2023 (“DPDP Act”) represents a landmark reform
in India’s data governance framework. Enacted after years of deliberation and inspired by
global developments in privacy law, the DPDP Act sets forth comprehensive obligations on
entities handling personal data. While the statute advances individual rights and aligns India
with global privacy standards, it also imposes substantial compliance costs and administrative
obligations. This article examines the implications of the Act for Indian startups and small
and medium enterprises (SMEs). It argues that the DPDP Act, though normatively desirable,
risks stifling innovation unless calibrated compliance mechanisms are developed. Through a
doctrinal analysis of the Act and a comparative review of the General Data Protection
Regulation (GDPR), this article evaluates the challenges faced by smaller businesses,
explores the opportunities the Act creates, and proposes policy recommendations to reconcile
data protection with entrepreneurial growth in India’s digital economy.

I. Introduction

India’s startup ecosystem has emerged as one of the most dynamic in the world, with over
100,000 registered startups across diverse sectors such as fintech, healthtech, edtech, and
e-commerce. This growth has been fueled by rapid digitisation of services, expansion of
internet penetration, and increasing reliance on data-driven business models. However, the
proliferation of personal data collection has raised concerns about privacy, data misuse, and
lack of accountability.

The recognition of the right to privacy as a fundamental right in Justice K.S. Puttaswamy
(Retd.) v. Union of India’ compelled the state to introduce a robust data protection
framework. The DPDP Act, enacted in 2023, represents India’s first comprehensive data
protection legislation. For startups and SMEs—entities that constitute the backbone of India’s
innovation economy—the Act introduces both compliance challenges and strategic
opportunities.

This article addresses the central research question: How does the DPDP Act reshape the
legal and operational environment for startups and SMEs in India?

I1. Legislative Background

India’s data protection landscape evolved gradually. Initially governed by the Information
Technology Act, 2000, and its rules on “reasonable security practices,” data privacy
regulation remained fragmented and inadequate. The Supreme Court’s recognition of privacy
as a constitutional right in Puttaswamy catalysed the drafting of the Personal Data Protection
Bill, 2018°. This Bill, after multiple iterations, was eventually replaced by the Digital
Personal Data Protection Bill, 2022, culminating in the enactment of the DPDP Act in August
20234,
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The Act borrows heavily from international frameworks, especially the EU’s GDPR®, but
departs in significant ways. Unlike the GDPR’s comprehensive categorisation of
“controllers” and “processors,” the DPDP Act relies on the concept of “Data Fiduciaries,”
with stricter obligations for “Significant Data Fiduciaries” (SDFs). The law is designed to be
principles-based, technologically neutral, and adaptable to India’s fast-changing digital
economy.

III. STATUTORY FRAMEWORK UNDER THE DPDP ACT
The DPDP Act establishes several core obligations that apply equally to startups and SMEs:

1. Consent-Based Processing: Section 4 mandates that personal data shall only be
processed upon obtaining the consent of the data principal, which must be free, specific,
informed, unconditional, and unambiguous.

2. Notice Requirements: Section 6 requires the issuance of a notice at or before the time
of consent, clearly setting out the purposes of data processing and the rights available to the
data principal.

3. Data Principal Rights: The Act grants individuals the right to access, correct, erase,
and nominate another individual to exercise rights in case of incapacity or death (Sections
12-14).

4. Obligations of Data Fiduciaries: Entities processing personal data must implement
security safeguards, establish grievance redressal mechanisms, and ensure accuracy of data.

5. Penalties: The Schedule to the Act provides for stringent monetary penalties, which
may extend to X250 crore for significant contraventions, particularly in the event of a data
breach.

IV. IMPLICATIONS FOR STARTUPS AND SMES
1. Compliance Costs and Operational Burden

For early-stage startups and SMEs, establishing compliance frameworks—such as consent
management systems, secure storage protocols, and grievance redressal mechanisms—may
entail substantial expenditure. Unlike large corporations with dedicated legal and compliance
departments, smaller entities often lack the financial and human resources to implement these
measures.

2. Impact on Technology-Driven Business Models

Sectors such as fintech, healthtech, and edtech—dominated by startups—rely heavily on the
collection and analysis of personal data. The Act’s emphasis on purpose limitation and data
minimization may require redesign of business processes, potentially affecting growth
strategies that depend on extensive data-driven insights.

3. Exposure to Liability

The Act’s penalty regime is agnostic to the size of the entity. Consequently, SMEs face the
risk of disproportionate financial exposure, which could threaten business continuity in the
event of a breach or non-compliance.
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4. Knowledge and Awareness Gap

The complexity of the DPDP Act’s provisions may pose interpretational challenges for
entrepreneurs without legal expertise. The absence of sector-specific guidelines, as of now,
further accentuates this gap.

V. Core Provisions Relevant to Startups & SMEs

1. Definitions and Applicability

e Data Fiduciary: Any entity that determines the purpose and means of processing
personal data®.

e Data Principal: The individual to whom personal data relates’.

e Significant Data Fiduciary (SDF): Designated based on factors such as data volume,
sensitivity, or risk of harm, subject to enhanced obligations®.

The Act applies to processing of personal data within India and, in certain cases, to
processing outside India if related to goods or services offered to individuals in India’.

2. Consent Framework

Processing requires free, specific, informed, and unambiguous consent, revocable at any
time'’. Startups must therefore implement robust consent mechanisms, transparent privacy
notices, and systems to honor withdrawal requests.

3. Obligations of Data Fiduciaries
Startups must:
e Ensure data minimisation, purpose limitation, and storage limitation''.
e Maintain security safeguards against breaches'.
e Report data breaches to the Data Protection Board and affected Data Principals®.
e Establish grievance redressal mechanisms'.

4. Obligations of Significant Data Fiduciaries

SDFs must appoint a Data Protection Officer (DPO), conduct Data Protection Impact
Assessments (DPIAs), and undergo periodic audits'>. While most early-stage startups may not
qualify as SDFs, scaling businesses handling sensitive data (fintech, healthtech) risk falling
into this category.
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5. Penalties and Enforcement

The Act empowers the Data Protection Board to impose penalties up to 3250 crore per
breach'. For resource-constrained startups, even minor lapses may result in disproportionate
financial consequences.

VI. Impact on Startups and SMEs

1. Compliance Burden

The requirement to implement consent management systems, grievance mechanisms, and
security safeguards imposes significant costs. Startups, often operating with lean teams and
limited budgets, face difficulties in appointing DPOs or conducting DPIAs.

2. Cross-border Data Flow

Restrictions on transfer of personal data abroad create uncertainty for SaaS and cloud-based
startups. The government’s power to notify “trusted geographies™ for cross-border flows'’
may constrain global scalability.

3. Innovation vs Regulation

While the Act promotes privacy by design, startups may struggle to embed these principles
without stifling rapid product iterations. Compliance could slow time-to-market.

4. Competitive Dynamics

Large corporations possess greater compliance resources, whereas startups and SMEs may
face barriers to entry. This risks market consolidation in favour of established players.

5. Sectoral Impacts

e Fintech: Handling sensitive financial data entails heightened risk of classification as
SDF.

e Healthtech: Processing of medical data implicates additional compliance scrutiny.

e Edtech and E-commerce: Obligations related to children’s data and consent
frameworks are critical.

The DPDP Act will act as a double-edged sword — creating short-term compliance
challenges but strengthening the global competitiveness and trustworthiness of Indian
startups and SMEs in the long run, especially those targeting international markets.

VII. Opportunities for Startups
Despite challenges, the Act offers opportunities:

e Enhancing consumer trust by adopting privacy-first business models.
e Creating a competitive advantage through transparent data practices.
e Stimulating growth of privacy tech, RegTech, and compliance advisory startups.

e Opening pathways for Indian startups to align with global standards and expand
abroad.
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VIII. Comparative Perspective: Lessons from GDPR

The EU’s GDPR experience demonstrates that SMEs often struggle with compliance due to
resource constraints'®. However, tiered obligations, regulatory guidance, and industry-driven
solutions have helped mitigate burdens. India’s DPDP Act, while less elaborate, should adopt
similar proportionality mechanisms. Failure to do so may replicate Europe’s challenges,
where compliance costs disproportionately affect small enterprises.

IX. Policy and Practical Recommendations

1. Tiered Compliance: Introduce exemptions or simplified obligations for SMEs below
a certain revenue or data-processing threshold.

2. Regulatory Sandboxes: Provide safe spaces for startups to experiment with
compliance solutions without risk of penalty.

3. Capacity-building: Government and industry associations should develop model
consent templates, privacy policies, and DPIA frameworks tailored for SMEs.

4. Financial Assistance: Consider subsidies or tax incentives for startups investing in
compliance infrastructure.

5. Transparency in Cross-border Rules: Early notification of trusted jurisdictions will
reduce uncertainty for startups reliant on global cloud providers.

X. Conclusion

The DPDP Act is a landmark step in India’s data protection journey, promising to enhance
individual privacy and align India with international norms. However, its uniform obligations
risk overwhelming startups and SMEs that form the backbone of India’s digital economy.
Unless regulators adopt a proportional and facilitative approach, the Act may inadvertently
stifle innovation and entrench incumbents. A balanced framework—combining strong
privacy protections with pragmatic compliance mechanisms—is essential for ensuring that
India’s entrepreneurial ecosystem thrives in the era of data governance.

'8 European Data Protection Board, Guidelines on Data Protection for SMEs (2019).
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